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(57) ABSTRACT

Disclosed are systems and methods for counteracting unau-
thorized access to microphone data. An example method
include storing, in a data buffer, audio data received from an
audio endpoint device, installing, a software driver associ-
ated with the audio session, where the software driver
prevents access to the audio data by unauthorized software
applications, and receiving process identifier data from a
software application requesting to access the audio data
stored in the data buffer. Furthermore, the method includes
determining whether the application requesting access to the
audio data is an unauthorized software application and
controlling the software driver to prevent access to the audio
data by the determined unauthorized software application.

18 Claims, 5 Drawing Sheets

401

402

403

404

405

] Start i
! Install audio streams blocking
: module

Detect RPC reguest for audio
stream creation

|

Determine process identifier
for which creation of audio
stream is requested

|

Cherk authorization of
process by process identifier

l

Zero out audio stream data if
process requesting audio
stream creation was found to
bhe unauthorized

L

End




